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Abstract 

On April 28, 2025, Spain and Portugal experienced one of the most severe 
electrical blackouts in modern European history, with over 60% of Spain’s power 
demand collapsing within five seconds and cascading failures disrupting 
transportation, communication, finance, and emergency services across the 
Iberian Peninsula. Despite rapid restoration efforts and official dismissals of 
cyberattacks or sabotage, the precise cause of the blackout remains unexplained. 
This paper proposes a speculative reinterpretation of the event as a real-world 
analogue or simulation model for a high-altitude, non-nuclear electromagnetic 
strike. 

We introduce the theoretical concept of a Directed Electromagnetic Collapse 
Device (DECD)—a non-kinetic, energy-directed platform capable of disabling 
electrical infrastructure without the physical destruction associated with 
conventional or nuclear EMP weapons. Drawing on open-source data, technical 
grid behavior, and the anomalous characteristics of the blackout, we outline a 
model that approximates how such a system might operate undetected yet 
produce the observed effects. 

Through this lens, the Iberian blackout becomes a critical case study for 
understanding emerging threats to national infrastructure. The paper explores 
how this event, whether naturally occurring, accidental, or artificially induced, 
exposes systemic vulnerabilities in modern electrical grids and emergency 
response frameworks. We analyze the technical plausibility of the DECD model, 
explore the challenges of attribution in non-kinetic warfare, and evaluate the 
broader geopolitical risks of silent, deniable strikes against civilian infrastructure. 

Finally, we address the ethical implications of such technologies and the 
responsibility of governments, scientific institutions, and global defense alliances 
to model, prepare for, and transparently communicate these threats. In doing so, 
we advocate for the development of simulation frameworks that include emerging 
classes of non-lethal, infrastructure-targeting weapons—recognizing that the 
future of warfare may depend as much on control of electrons as on traditional 
force projection. 
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1. Introduction 

On April 28, 2025, an unprecedented blackout swept across the Iberian Peninsula, 
plunging much of Spain and Portugal into darkness. Within a matter of seconds, 
approximately 15 gigawatts of electrical load—representing more than 60% of 
Spain’s national power demand—was lost. Airports, subways, ATMs, and 
telecommunications systems were simultaneously disabled, grinding daily life to a 
halt across two nations and revealing the degree to which modern societies 
depend on continuous, stable power. While service was rapidly restored in most 
areas within 24 hours, the event remains remarkable not just for its severity, but 
for the profound uncertainty surrounding its cause. 

No conventional explanation has emerged. Spain’s meteorological agency 
reported no significant atmospheric disturbances; cyber defense agencies in both 
countries found no evidence of hacking or coordinated sabotage; and grid 
operators described the power loss as the result of back-to-back “disconnection 
events” whose origins remain unknown. This ambiguity, combined with the speed 
and scale of the blackout, raises important questions: What kind of event can take 
down such a large and geographically distributed infrastructure system so rapidly? 
And if this was not a weather-related failure, a cyberattack, or sabotage, then 
what was it? 

This paper explores the feasibility of interpreting the April 2025 Iberian blackout 
not merely as a grid malfunction or isolated systems failure, but as a model—or 
potential real-world manifestation—of an advanced, non-nuclear electromagnetic 
weapon strike. Specifically, we investigate the concept of a Directed 
Electromagnetic Collapse Device (DECD): a high-altitude, energy-directed system 
capable of inducing massive, localized infrastructure failure without physical 
destruction or traditional signatures of warfare. We do not claim that such a 
device was used in this instance, but rather that the event provides a near-ideal 
real-world scenario for simulating how such a weapon might behave—and how a 
modern nation-state would respond. 

Our exploration is rooted in precedents from electromagnetic warfare theory. The 
concept of disabling enemy infrastructure through electromagnetic pulses (EMPs) 
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has been studied for decades, particularly in the context of high-altitude nuclear 
detonations that generate broad-spectrum electromagnetic disruptions. More 
recently, attention has shifted to non-nuclear variants, including directed energy 
weapons (DEWs), microwave-based systems, and hypothetical exotic technologies 
utilizing vacuum field manipulation or quantum-level energy transfer. Theoretical 
discussions within defense circles have acknowledged the potential for these 
weapons to silently disable power grids, communication systems, and digitally 
dependent logistics infrastructures without causing casualties or leaving behind 
physical evidence. 

In this context, the Iberian blackout offers a rare opportunity: a large-scale, 
unexplained electrical collapse in a developed, technologically sophisticated 
region with extensive data availability. By reinterpreting this event as a simulation 
model for a DECD strike, we can investigate not only the technical plausibility of 
such a scenario, but also the vulnerabilities it exposes in our current systems of 
defense, governance, and resilience planning. This paper aims to bridge the gap 
between speculative defense concepts and real-world infrastructure behavior—
highlighting the growing need for proactive modeling of non-kinetic, deniable 
attack scenarios in the emerging landscape of 21st-century security threats. 

 

2. Timeline of the Blackout 

The blackout that struck the Iberian Peninsula on April 28, 2025, unfolded with 
remarkable speed and severity, and its timeline reveals both the fragility of 
modern infrastructure and the lack of preparedness for large-scale, non-
attributable disruptions. This section reconstructs the key events of the blackout 
based on public records, press briefings, and real-time media reports, and 
analyzes the implications of the sudden electrical collapse and its cascading effects 
on civil society and institutional response mechanisms. 

Event Chronology 
The disruption began at precisely 2:43 PM local time on Monday, April 28, 2025. 
According to Red Eléctrica, Spain's national grid operator, two back-to-back 
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"disconnection events" triggered a chain reaction that cascaded through the 
electrical grid in a matter of seconds. The Portuguese operator REN confirmed 
parallel failures across its 89 power substations. Within five seconds, large swaths 
of both nations experienced total or partial loss of power. Notably, this was not a 
rolling blackout or brownout — the event exhibited characteristics of an abrupt 
and near-instantaneous grid collapse, with minimal warning and no prior 
instability reported. 

Electrical Load Drop 
The most striking technical feature of the event was the loss of 15 gigawatts of 
electrical demand in Spain alone, equivalent to roughly 60% of the country’s 
typical afternoon load. This level of disruption typically requires either 
catastrophic failure of multiple high-voltage transmission lines or an external 
forcing function with wide-area effects — neither of which have been 
substantiated by subsequent technical reports. The failure was not localized; 
instead, it affected both urban and rural areas nearly simultaneously, suggesting a 
systemic origin rather than a geographically constrained outage. 

Civil Disruptions 
The consequences were immediate and widespread. Across major cities such as 
Madrid, Barcelona, Lisbon, and Porto, public transport systems ground to a halt. 
Subways were immobilized, and above-ground trains were either stuck between 
stations or unable to depart. At major airports, including Madrid-Barajas and 
Lisbon Portela, flights were delayed or grounded due to radar system malfunctions 
and a lack of coordination with air traffic control systems. 

Financial institutions were also severely affected. Thousands of automated teller 
machines (ATMs) shut down, creating long lines at remaining operational bank 
branches. Point-of-sale systems in retail outlets failed, forcing many businesses to 
close or revert to cash-only transactions. The blackout also crippled mobile 
communications, including internet and cell towers, reducing the public’s ability to 
receive updates or contact emergency services. Hospitals switched to backup 
generators, but some experienced interruptions in digital patient management 
systems and equipment. 
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Public safety was compromised. In some cities, traffic signals failed, leading to 
chaotic intersections and minor accidents. Emergency services were overwhelmed 
by calls reporting stranded individuals in elevators, disabled home medical 
equipment, and concerns over missing or disconnected relatives. 

Government and Institutional Responses 
Within the first two hours, Spanish and Portuguese government officials issued 
public statements calling for calm. Emergency protocols were activated at the 
national and municipal levels, with the Red Cross and civil protection units 
deployed to train stations, hospitals, and crowded public areas to distribute food, 
blankets, and water. In Madrid and Barcelona, hundreds of stranded travelers 
were housed overnight in temporary shelters or at train stations. 

By 7:00 AM on April 29, grid operators in both countries reported that over 99% of 
electrical demand had been restored. REN confirmed that all 89 Portuguese 
substations were operational, while Red Eléctrica stated that only minor outages 
remained in rural Spain. Despite this rapid restoration, neither government could 
provide a definitive explanation for the blackout's cause. Press conferences 
reiterated the absence of unusual weather, cyber intrusions, or physical sabotage. 

In the absence of a clear cause, speculation surged. While cybersecurity agencies 
and meteorological offices issued early assurances, the public and international 
observers were left grappling with a fundamental question: how could two 
technologically advanced European nations simultaneously suffer one of the worst 
blackouts in modern history, without any warning, and without a traceable 
source? 

This mystery, and the blackout’s cascading disruptions, underscore the need to 
reevaluate the assumptions underlying infrastructure security, and to consider the 
growing plausibility of novel, non-attributable threats such as directed 
electromagnetic attacks. 
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3. Known Causes Ruled Out 

In the aftermath of the April 2025 Iberian blackout, immediate efforts were made 
by authorities, energy providers, and technical experts to identify a cause. These 
inquiries focused on the three most plausible categories of large-scale electrical 
disruptions: meteorological anomalies, cyberattacks or sabotage, and grid 
overload or equipment failure. However, all three lines of investigation were 
either formally dismissed or failed to yield a coherent explanation. The absence of 
conventional causes deepens the mystery of the event and opens the door to less 
explored—and potentially more dangerous—possibilities. 

Absence of Meteorological or Atmospheric Anomalies 
Severe weather events such as lightning strikes, geomagnetic storms, or rapid 
temperature shifts are common culprits in widespread power failures. Accordingly, 
the Spanish Meteorological Agency (AEMET) and Portugal’s Instituto Português do 
Mar e da Atmosfera (IPMA) immediately reviewed all available data in the hours 
following the blackout. Both agencies confirmed that no abnormal meteorological 
conditions were present at the time of the event. There were no thunderstorms, 
no solar flare activity, no seismic events, and no sudden temperature fluctuations 
that could explain thermal load imbalances or insulation failures in high-voltage 
equipment. 

AEMET further reported that atmospheric pressure gradients were within 
seasonal norms, and satellite-based weather monitoring systems detected no 
regional cloud formation or electrical activity typical of storm-induced 
disturbances. Similarly, data from the European Space Agency’s solar 
observatories indicated no spike in solar radiation or magnetospheric disturbances 
that might suggest a geomagnetic storm—an event known to stress long-distance 
transmission systems. These results effectively ruled out natural atmospheric 
phenomena as a proximate cause. 

Dismissal of Cyberattack and Sabotage Theories by National Agencies 
Given the digital nature of modern grid infrastructure, a cyberattack was among 
the earliest hypotheses considered. Spain’s National Cryptologic Center (CCN-
CERT) and Portugal’s National Cybersecurity Center (CNCS) launched immediate 
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investigations. Within 12 hours, both agencies publicly stated that no indicators of 
compromise (IOCs) had been identified across energy networks. There was no 
evidence of ransomware, malware intrusion, unauthorized access attempts, or 
anomalous communication patterns in supervisory control and data acquisition 
(SCADA) systems. 

Furthermore, no physical sabotage or tampering was found at substations or 
transmission lines. REN and Red Eléctrica conducted rapid inspections of key 
nodes and confirmed that hardware was intact, and no unauthorized personnel 
had breached secured sites. These assessments were corroborated by NATO-
affiliated cyber defense monitors, who independently confirmed the lack of digital 
or kinetic attack signatures typically associated with state-sponsored sabotage 
campaigns. 

Importantly, the agencies went beyond denial and pointed to the peculiar absence 
of any forensic trail, an unusual feature for either cyberwarfare or physical 
intrusion. This silence in the digital and physical domain, taken together with the 
event’s instantaneous onset and scale, has led some observers to question 
whether a new class of threat—outside the framework of conventional cyber-
sabotage—is emerging. 

Analysis of Failure Propagation Patterns Inconsistent with Conventional Grid 
Overload 
Another plausible explanation for such an event might involve cascading 
equipment failure due to demand overload, load mismanagement, or operator 
error. However, the behavior of the grid during the blackout suggests otherwise. In 
conventional grid overloads, failures tend to cascade in a sequential pattern—local 
faults trigger regional disconnections, which propagate outward in time-
dependent steps. These failures are often localized at first and provide warning 
signals (such as frequency drops or voltage instabilities) detectable by automated 
control systems. 

In contrast, the Iberian blackout exhibited an abrupt, near-simultaneous drop in 
power across a broad geographical area. Red Eléctrica described the loss of 15 
gigawatts of demand in five seconds, which does not align with the latency 
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observed in conventional overload scenarios. Moreover, the lack of time for 
reactive load balancing or protective relay tripping to occur suggests that the 
event circumvented—or overwhelmed—normal grid protections. 

Additionally, the redundancy and interconnection of European grids, particularly 
within Spain and Portugal, are designed to isolate local disturbances before they 
cascade. The sudden collapse across both national systems implies a shared point 
of failure, but no such point has yet been identified within the existing grid 
architecture. The improbability of two independent national grids suffering 
identical, instantaneous failures without external intervention raises fundamental 
doubts about the adequacy of standard failure models to explain this event. 

Taken together, the absence of meteorological anomalies, the dismissal of digital 
or physical sabotage, and the inconsistency with known failure propagation 
patterns leave a vacuum in the official explanation. This vacuum does not merely 
represent a gap in current knowledge—it may indicate that existing paradigms for 
diagnosing and preventing grid collapse are insufficient for the challenges posed 
by 21st-century technologies. This realization necessitates serious consideration of 
unconventional, possibly non-kinetic threats such as directed electromagnetic 
disruption—a possibility explored in the sections that follow. 

 

4. Hypothetical Device: The Directed Electromagnetic Collapse Device (DECD) 

To address the unexplained characteristics of the April 2025 Iberian blackout—its 
sudden onset, simultaneous cross-border scope, lack of physical damage, and 
absence of forensic digital or environmental indicators—we propose a theoretical 
construct: the Directed Electromagnetic Collapse Device (DECD). While purely 
speculative, the DECD model offers a framework for understanding how a novel, 
non-nuclear, non-kinetic system could plausibly replicate the observed effects, 
bypass traditional defenses, and leave little to no traceable evidence of its use. 
This section explores the foundational physics, plausible deployment mechanisms, 
expected electromagnetic signatures, and system-level consequences of such a 
hypothetical device. 
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Theoretical Foundation for a High-Altitude, Directed EMP Without Nuclear 
Detonation 

Traditional electromagnetic pulse (EMP) theory is based on nuclear detonations at 
high altitudes, which generate a wide-spectrum pulse through the interaction of 
gamma rays with the upper atmosphere (the Compton effect). However, the use 
of nuclear weapons is easily detectable and politically catastrophic, making them 
unsuitable for stealth applications. The DECD differs by postulating a non-nuclear 
method for generating a focused electromagnetic collapse—a disruption not of 
physical hardware, but of its operational coherence. 

Advancements in directed energy systems (DES), including high-powered 
microwave (HPM) weapons and ultra-wideband (UWB) transmitters, offer a 
technical basis for achieving large-area, non-lethal electromagnetic effects. These 
systems can, in theory, induce voltage surges in electronics and transformers, 
disrupt timing and control systems, or cause digital memory corruption. The DECD 
concept extrapolates further: rather than simply emitting a broad-spectrum pulse, 
it employs directed, modulated, and spatially synchronized energy output, 
potentially through beamforming arrays or phased emission surfaces that could 
mimic natural grid instabilities while remaining externally controlled. 

The DECD’s distinguishing feature would be its ability to target the resonant 
frequencies of grid infrastructure, inducing collapse by overloading the most 
vulnerable nodes in a manner that appears, at first glance, as internal system 
failure. 

 

Deployment Scenario: Satellite- or Stratospheric-Based Platform 

A DECD would require altitude to maximize geographic coverage and minimize 
ground-based detection. Two plausible deployment platforms can be postulated: 

1. Satellite-Based Deployment: 
A geostationary or low-Earth-orbit satellite equipped with a phased array or 
high-energy capacitor bank could deliver short bursts of focused energy 
downward, directed at electrical grid nodes. Microwave or sub-microwave 
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beams could be precisely modulated and timed to coincide with peak loads, 
thereby ensuring maximum vulnerability. A satellite-based platform would 
have global reach and would likely use secure quantum or line-of-sight 
communications for command-and-control insulation. 

2. Stratospheric Platform: 
Alternatively, a high-altitude balloon or unmanned aerial vehicle (UAV) 
operating at ~30–40 km altitude could serve as a low-visibility delivery 
system. A stratospheric DECD would be more limited in range but harder to 
detect from below, especially if deployed during high-atmospheric inversion 
layers or weather-disguised flight paths. This deployment strategy may suit 
experimental or one-off tests of the technology, such as a live 
demonstration over a defined region like the Iberian Peninsula. 

Both platforms enable offshore or anonymous activation, complicating attribution 
and enabling plausible deniability. Moreover, the energy requirement—though 
substantial—would be orders of magnitude less than that of a nuclear EMP and 
could be met using advanced onboard power storage or real-time microwave 
generation from compact fusion, solar, or stored chemical sources. 

 

Energy Signature Models: What Would and Wouldn’t Be Detected 

A crucial element of the DECD hypothesis is its low observational footprint. Unlike 
nuclear EMPs, which produce immediate ionospheric disturbances, gamma rays, 
and detectable radiation profiles, the DECD’s signature may lie below current 
detection thresholds or within frequency bands not routinely monitored by 
civilian or even military satellite assets. 

What wouldn’t be detected: 

• No gamma burst or radioactive residue 

• No ionospheric heating visible to standard space weather sensors 

• No seismic or acoustic disturbance 
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• No optical or infrared signature beyond environmental noise 

What might be detected—but easily dismissed: 

• Minor, short-duration magnetic perturbations in the extremely low-
frequency (ELF) or ultra-low-frequency (ULF) bands 

• Anomalous transient voltages at grid entry points, masked as faults or 
disconnections 

• Synchronization anomalies across SCADA systems and timing protocols 
(e.g., GPS drift, phase mismatch) 

These marginal traces could be overlooked in post-event analysis unless data were 
specifically flagged for pattern recognition matching a DECD model. This absence 
of clear signals is a core feature of the device’s stealth character and its strategic 
value. 

 

Expected Effects on Grid Systems, Shielding Failure, and Redundancy Breach 

The DECD’s objective would not be to destroy infrastructure physically but to 
collapse its operational integrity. This could be achieved through a combination of 
effects: 

1. Transformer Overload: 
Targeted pulses at harmonics matching substation transformer coils could 
induce internal arcing or magnetic saturation, tripping them offline. 

2. Timing Disruption: 
Interference with GPS signals or grid-synchronized timing systems would 
cause protective relays and automated load-balancing systems to operate 
incoherently, leading to cascading shutdowns. 

3. Control System Glitching: 
SCADA networks, which control the physical systems of the grid, could be 
temporarily corrupted via surges or signal spoofing, creating feedback loops 
or false disconnect commands. 
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4. Redundancy Breach: 
The rapid, system-wide collapse suggests that even redundant lines and 
backup systems were either overwhelmed or misfired. This implies that the 
DECD either exploited a shared control logic vulnerability or induced faults 
so quickly that conventional fail-safes could not respond in time. 

The sudden 15-gigawatt drop in Spain’s energy demand within five seconds, 
absent any overload warning or load-shedding signals, is entirely consistent with a 
coordinated, externally modulated attack on grid synchronization and 
communication. The resulting system behavior—orderly disconnection rather 
than explosive failure—further supports the notion that the event was induced 
through signal-level disruption rather than brute-force energy input. 

 

In sum, the Directed Electromagnetic Collapse Device, while hypothetical, 
represents a plausible mechanism by which a technologically sophisticated actor 
could induce massive, deniable infrastructure failure without crossing 
conventional military thresholds. It challenges existing frameworks for security, 
detection, attribution, and deterrence—raising the question of whether the April 
2025 blackout was simply a mystery, or a message. 

 

5. Simulation Parameters and Modeling Considerations 

In this section, we construct a conceptual simulation framework for modeling a 
non-lethal, large-scale grid collapse using the Directed Electromagnetic Collapse 
Device (DECD) hypothesis. The goal is to develop a coherent set of simulation 
parameters that reflect the observed behavior of the April 2025 Iberian blackout 
and test how such an event could be artificially induced. While the existence of 
the DECD remains theoretical, simulation allows us to reverse-engineer a plausible 
operational scenario by aligning the unknown cause of the blackout with a defined 
set of input conditions, architectural constraints, and propagation behaviors. 
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Input Conditions Derived from Iberian Blackout Data 

To simulate a DECD-induced collapse, we begin by establishing the key real-world 
data points as boundary conditions for the model: 

• Event Initiation Time: April 28, 2025, at approximately 2:43 PM local time. 

• Collapse Duration: Less than five seconds between initial disturbance and 
grid-wide disconnection of ~60% of Spain’s power demand. 

• Magnitude of Collapse: ~15 gigawatts lost across the national grid. 

• Spatial Distribution: Disruption was nearly simultaneous in both Spain and 
Portugal, affecting urban and rural regions, north and south, and crossing 
national borders. 

• Infrastructure Type: High-voltage AC transmission system with regional 
redundancy and load-balancing capabilities. 

• Observed System Behavior: Back-to-back disconnection events recorded 
without precursor signals or post-failure forensic signatures consistent with 
mechanical failure or hacking. 

These parameters form the foundation of a simulation scenario in which an 
external energy-based device must interact with multiple, distributed nodes of a 
national grid in a manner that induces rapid, seemingly endogenous shutdowns. 

 

Simulation Architecture for a Non-Lethal, Large-Scale Grid Collapse 

A valid DECD simulation model must accommodate three primary components: 
(1) the grid topology and behavior under stress; (2) the physical mechanism of the 
DECD; and (3) the interaction space between them. 

1. Grid Model: 
The Iberian grid, while interconnected with the broader European grid, has 
distinct national control zones. We use a simplified high-fidelity model of this grid 
incorporating: 
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• Major generation and distribution nodes 

• Load demand curves typical for the time of day and season 

• SCADA feedback and automated protective relays 

• Redundant line switching behavior 

2. Device Interaction Model: 
The DECD simulation must include the ability to: 

• Modulate electromagnetic output in time and frequency 

• Target geographic coordinates with variable intensity 

• Synchronize pulses with grid harmonic resonance conditions 

• Account for attenuation by atmosphere, terrain, or shielding 

3. System Behavior Simulation: 
We simulate the grid’s response in terms of: 

• Voltage and frequency fluctuations 

• Relay and breaker trip logic 

• Transformer failure thresholds 

• Communication latency across control networks 

This combined architecture allows the exploration of realistic failure propagation 
in response to non-lethal electromagnetic interference across a large, modern, 
partially redundant grid. 

 

Limitations: Detection Thresholds, Satellite Blind Spots, and Systemic Lag 

Several modeling limitations must be acknowledged when simulating a DECD 
strike and its consequences: 

• Detection Thresholds: The absence of direct observational data implies the 
DECD may operate below standard detection sensitivity for electromagnetic 
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phenomena. Simulations must therefore model emissions in spectral and 
power bands outside typical monitoring protocols. Additionally, ground 
sensors may not have recorded the incident due to short burst durations 
and directionality. 

• Satellite Blind Spots: Earth-observing satellites, including weather and 
military reconnaissance systems, do not continuously monitor every 
frequency band or geographic area with sufficient temporal granularity. 
Low-altitude DECDs (e.g., balloon or UAV-based) could operate within gaps 
in coverage or beneath orbital revisit paths. Simulations should incorporate 
spatiotemporal coverage maps to model detection probabilities. 

• Systemic Lag: Real-world grid protection systems operate on time scales 
from milliseconds to several seconds. A simultaneous disruption across a 
broad area could outpace automated stabilization responses. Modeling 
must account for this lag and test how fast-acting disruptions compare to 
more gradual overload scenarios in their impact on cascade containment. 

These limitations suggest that a DECD strike, particularly one designed as a test or 
demonstration, could be tailored to exploit precisely these observational and 
systemic gaps, further complicating attribution and detection in practice. 

 

Potential Variations: Local vs. Regional, Timed Cascade vs. Simultaneous Strike 

In simulating DECD effects, several operational variations are worth considering: 

• Local vs. Regional Activation: 
A localized DECD strike would target a high-density urban grid or major 
substation cluster. This scenario models tactical disruption or proof-of-
concept usage. In contrast, a regional strike, as observed in the Iberian 
blackout, models strategic incapacitation over a transnational area. 
Simulations must evaluate propagation patterns from both focal and 
distributed activation geometries. 
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• Timed Cascade vs. Simultaneous Strike: 
The DECD might employ a deliberate cascade, inducing failure at critical 
nodes in a timed sequence to mimic grid instability. Alternatively, a 
simultaneous strike across many nodes could prevent the grid from 
adapting. The Iberian event appears to reflect the latter—near-
simultaneous collapse—implying precise synchronization. Simulations 
should vary the timing offset of node strikes to examine the minimum 
synchronization window required for system-wide failure. 

• Pulse Modulation Variants: 
Electromagnetic energy delivery may be modulated to mimic frequency 
instability, induce harmonic distortion, or target specific equipment 
resonance. Simulations should include variation in waveform complexity, 
duration, and duty cycle to explore effects on different infrastructure 
elements (e.g., transformers vs. digital controllers). 

• Environmental Conditions: 
Though weather was ruled out as a causal factor, simulations should model 
the potential for atmospheric conditions—such as temperature gradients, 
humidity, or tropospheric ducting—to amplify or attenuate energy delivery 
from airborne DECDs. 

 

Taken together, these simulation parameters and considerations allow for a robust 
theoretical analysis of how a Directed Electromagnetic Collapse Device might 
function in a real-world scenario like the Iberian blackout. While no direct 
evidence exists for such a device, constructing and testing these models serves 
both as a strategic exercise in vulnerability assessment and as a foundation for 
updating infrastructure defense strategies in an era of increasingly ambiguous 
threats. 
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6. Geopolitical Implications of Non-Nuclear Electromagnetic Weapons 

The emergence—or even the plausible simulation—of non-nuclear 
electromagnetic weapons such as the hypothesized Directed Electromagnetic 
Collapse Device (DECD) introduces profound geopolitical consequences. These 
technologies represent a paradigm shift: the ability to exert strategic pressure or 
inflict mass-scale disruption without deploying kinetic force, crossing sovereign 
borders, or leaving forensic evidence. In the traditional security calculus, warfare 
has been bounded by detectability, proportionality, and the laws of armed 
conflict. However, non-kinetic, deniable disruptions to critical infrastructure blur 
these boundaries and reveal significant weaknesses in current defense doctrines, 
alliance obligations, and policy frameworks. 

 

Silent Warfare: Strategic Power Without Kinetic Force 

Non-nuclear electromagnetic weapons function as instruments of silent warfare—
capable of disabling infrastructure without explosions, troop movements, or direct 
physical casualties. Their impact is nonetheless profound: halting transportation, 
collapsing digital economies, disrupting communication, and undermining public 
trust in governmental institutions. 

Unlike conventional warfare, which relies on visible escalation and overt threats, 
silent warfare imposes cost without confrontation. The use of a DECD, for 
example, could destabilize a nation for 12–24 hours, inflict billions in economic 
damage, and expose systemic vulnerabilities—all without firing a single missile or 
crossing international borders. Moreover, these attacks are strategically useful not 
as acts of war per se, but as instruments of coercive diplomacy, deterrence 
signaling, or asymmetric rebalancing. 

This low-signature, high-impact nature makes non-nuclear electromagnetic 
weapons especially attractive to non-peer actors or rogue states seeking to 
influence geopolitical negotiations without triggering direct retaliation. The result 
is a powerful, yet invisible, form of strategic leverage: the ability to induce 
national-scale paralysis while denying the act itself. 
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Attribution Problems in the Absence of Physical Evidence 

At the heart of the geopolitical dilemma is the challenge of attribution. Kinetic 
weapons leave behind debris, craters, trajectory paths, or satellite-tracked 
launches. Cyberattacks, though often obfuscated, leave digital signatures, logs, or 
traceable IP activity. In contrast, electromagnetic attacks that mimic internal 
system failures can be engineered to resemble grid instability, equipment failure, 
or operator error. The April 2025 blackout—if viewed through the DECD lens—
demonstrates how easily a nation can be paralyzed without any identifiable 
aggressor. 

Attribution becomes further complicated by the lack of real-time monitoring of 
exotic frequency bands, the redundancy of global communications pathways, and 
the absence of a forensic tradition for electromagnetic warfare. Even if suspicion 
arises, proving responsibility becomes nearly impossible in the absence of a public 
claim or intercepted command-and-control activity. False-flag scenarios or 
intentional ambiguity could be strategically useful in confusing diplomatic 
response. 

This uncertainty cripples the ability of affected states to justify proportional 
response under international law, undermines alliance response mechanisms, and 
opens the door for escalation cycles rooted not in evidence, but in inference and 
distrust. 

 

Deterrence Theory Breakdown in Non-Lethal Mass Infrastructure Attacks 

The foundation of Cold War-era deterrence was the principle of mutually assured 
destruction (MAD), predicated on the certainty of retaliation following a nuclear 
strike. In the cyber age, this model has been adapted—if imperfectly—to data and 
information infrastructure. However, non-lethal electromagnetic weapons 
challenge the underlying assumptions of deterrence in three key ways: 

1. Low Attribution → Low Retaliation Risk 
Without evidence, retaliation is politically risky and diplomatically weak. 
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The threshold for retaliation becomes higher than the threshold for attack, 
creating a strategic imbalance that favors first movers. 

2. Non-Lethality → Legal Gray Area 
Existing international law does not clearly define the use of electromagnetic 
disruption as an act of war, particularly when it does not result in physical 
destruction or loss of life. This legal ambiguity makes reciprocal military 
response difficult to justify, especially within alliances governed by 
consensus. 

3. Asymmetry → Proliferation Risk 
Unlike nuclear weapons, which require complex infrastructure, 
electromagnetic systems may be deployable by mid-tier powers or non-
state actors with sufficient technological capability. This increases the 
proliferation risk and destabilizes the deterrence framework, which has 
historically relied on exclusivity and escalation control. 

The result is a weakening of traditional deterrence theory. Non-lethal 
infrastructure attacks can occur with low risk, low cost, and low visibility—creating 
a space where powerful actors can engage in quasi-hostile activity while 
remaining below the threshold of war. 

 

NATO, EU, and U.S. Response Models and Policy Gaps 

Despite increasing recognition of hybrid threats—including cyberwarfare, 
disinformation, and economic coercion—existing Western defense alliances are 
not adequately equipped to address non-nuclear electromagnetic weapons. 
Neither NATO nor the European Union has developed a formal doctrine for silent 
infrastructure attacks that fall short of Article 5’s collective defense criteria. 

NATO: 
While NATO’s strategic concept acknowledges cyber and hybrid threats, 
electromagnetic disruption is not explicitly categorized as a hostile act. Article 5 
has not been tested for deniable attacks that cause national-scale disruption 
without physical aggression. NATO’s current posture relies on traditional indicators 
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of attack and is limited in its ability to coordinate a rapid, proportionate response 
to ambiguous threats. 

European Union: 
The EU’s defense and energy coordination mechanisms, while robust in 
peacetime, are fragmented in crisis. Joint cybersecurity response teams and the 
European Energy Security Strategy are not designed to investigate or respond to 
physical-domain attacks without attribution. The Iberian blackout revealed this 
shortfall, as coordination between Spanish and Portuguese authorities was 
reactive, not anticipatory. 

United States: 
The U.S. Department of Defense has long studied EMP effects, especially in 
relation to grid vulnerability, but these studies have focused heavily on nuclear-
origin EMPs or cyber-physical attacks. Policy frameworks such as PPD-21 (Critical 
Infrastructure Security and Resilience) and the EMP Executive Order (2019) 
recognize the threat space, but do not include protocols for response to foreign 
use of directed electromagnetic devices short of nuclear war. 

Furthermore, none of these entities have clear rules of engagement, escalation 
pathways, or international agreements covering non-nuclear, non-kinetic 
electromagnetic weapons. The failure to define or even acknowledge these 
threats leaves open a critical policy gap: the inability to respond swiftly, 
proportionately, and legally to infrastructure-level disruption in a future where 
silence may be the new form of force. 

 

In summary, the geopolitical implications of non-nuclear electromagnetic 
weapons are both urgent and poorly understood. By enabling strategic disruption 
without open conflict, these systems could undermine the basic stability of global 
order—replacing deterrence with ambiguity, escalation with paralysis, and war 
declarations with deniable damage. The April 2025 Iberian blackout may not have 
been a DECD attack, but it offers a stark warning: the world is entering a phase of 
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technological capability that is outpacing political comprehension, and unless 
proactive policy steps are taken, it may do so in silence. 

 

7. Civilian Systems Vulnerability and Redundancy 

The 2025 Iberian blackout served as a powerful demonstration of modern 
society’s dependence on uninterrupted electrical power and revealed the fragility 
of civilian infrastructure in the face of sudden, large-scale disruption. Urban 
centers, in particular, are structured around a tightly coupled web of energy-
dependent systems—digital finance, transportation, communication, and 
healthcare—where loss of electrical continuity cascades rapidly across sectors. 
This section analyzes the vulnerability of civilian systems under such conditions, 
evaluates national resilience based on the observed recovery timeline, and 
presents recommendations for improving robustness through decentralization, 
redundancy, and hardening strategies. 

 

Evaluation of Urban Dependence on Continuous Power 

Cities are uniquely vulnerable to power disruptions due to their density, 
complexity, and dependence on automated systems. Unlike rural areas, where 
isolated failures may be managed through local contingencies, urban systems rely 
on real-time synchronization between interdependent sectors. In metropolitan 
areas like Madrid, Barcelona, Lisbon, and Porto, the blackout brought critical 
functions to a halt: 

• Public Transportation: Electrified subway systems stopped mid-route. 
Surface rail networks could not operate without power to switching and 
signaling systems. In many cities, electric buses, trams, and traffic signals 
also failed, creating paralyzed roadways and compounding congestion. 

• Telecommunications: Cellular towers and internet infrastructure lost power, 
rendering mobile networks unreliable. As communication channels 



23 
 

collapsed, coordination between emergency services, transport operators, 
and the public became strained. 

• Water and Sanitation: Pumping stations and filtration systems, which 
depend on continuous power, experienced interruptions. In some cases, 
water pressure dropped or contamination protocols were triggered, placing 
added stress on emergency infrastructure. 

• Security and Surveillance: City-wide security networks—CCTV, access 
control, and automated alert systems—went offline, leaving public spaces 
unmonitored. This increased public anxiety and left local authorities 
temporarily blind to unfolding emergencies. 

Urban life is increasingly dependent on continuous, low-latency access to 
electrical energy. Even short interruptions ripple outward with compounding 
effects. The Iberian blackout shows how cities can shift from functionality to 
dysfunction in minutes when electric power—often treated as an invisible, 
permanent utility—is suddenly removed. 

 

Cascading Failures Across Digital Finance, Transportation, and Healthcare 

The most alarming aspect of the blackout was not the loss of electricity per se, but 
the cascade of secondary system failures that followed: 

• Digital Finance: Cashless economies are highly sensitive to power loss. 
Point-of-sale terminals ceased to function, ATMs shut down, and cloud-
based banking systems became inaccessible. Many citizens were unable to 
pay for food, fuel, or transport. Without functioning payment systems, retail 
transactions ceased, triggering temporary economic paralysis at the 
individual level. 

• Transportation Systems: Beyond the immediate shutdown of metro and 
train services, electronic ticketing systems, real-time schedule boards, and 
airport flight coordination systems failed. This led to widespread confusion 
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and immobilization. In some instances, passengers were stranded on trains 
or inside airport terminals overnight, requiring humanitarian intervention. 

• Healthcare: Although hospitals are equipped with emergency generators, 
these systems are not designed for prolonged, full-capacity operation. Some 
facilities reported delayed surgical procedures, disruption of electronic 
medical records, and malfunction of high-energy imaging and life-support 
systems. Vulnerable populations reliant on powered medical devices at 
home were placed at serious risk, especially in the absence of mobile 
network access to request help. 

These cascading failures show that power disruption is not isolated to the grid—it 
is a systemic phenomenon with effects that multiply across digital infrastructure. 
The more interconnected a society becomes, the greater the risk that a single 
point of failure will produce a nonlinear crisis. 

 

Time-to-Recovery Analysis as Proxy for National Resilience 

Despite the scale of the disruption, Spain and Portugal restored 99% of power 
within 24 hours. From a grid management standpoint, this is an impressive 
technical achievement and a testament to the robustness of national energy 
systems. However, power restoration is not synonymous with societal recovery. 

The full normalization of services—transport, healthcare, finance, and 
governance—lagged behind grid repair. Trains and flights resumed operations the 
following day, but ticketing and communication platforms remained strained. 
Schools and offices reopened under uncertain conditions, and government 
agencies continued issuing reassurances while lacking a definitive cause. 

The time-to-recovery window, therefore, is best measured not solely in megawatts 
restored, but in functionality of core civil systems. Under this broader lens, 
recovery required approximately 36–48 hours for partial normalization and up to 
several days for full operational confidence. 
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This lag time exposes the hidden fragility within systems assumed to be redundant 
or fault-tolerant. A national resilience assessment must incorporate not just 
physical infrastructure repair, but social, economic, and informational restoration 
metrics. A country’s ability to recover quickly from a disruption—regardless of 
cause—has become a modern metric of geopolitical stability. 

 

Recommendations for Decentralized Energy Storage and Hardened Systems 

To increase national and urban resilience in the face of future disruptions—
whether from DECD-like attacks, natural disasters, or cyber-physical sabotage—
several technical and policy recommendations are proposed: 

1. Decentralized Energy Storage: 
Deployment of grid-tied, distributed energy storage systems (DESS), 
including battery banks, community microgrids, and vehicle-to-grid (V2G) 
solutions, can insulate critical systems from centralized grid failure. These 
systems should prioritize hospitals, water treatment plants, financial data 
centers, and emergency services hubs. 

2. Grid Segmentation and Islanding Capabilities: 
National grids should be segmented with "islanding" capability, allowing 
sectors of the grid to disconnect and operate autonomously in the event of 
upstream failure. Smart inverters and synchronized phase-balancing 
technologies are increasingly capable of supporting this functionality at 
scale. 

3. Infrastructure Hardening: 
Substations, control centers, and SCADA systems should be shielded from 
both cyber and electromagnetic interference. This includes Faraday cage 
enclosures, hardened power conduits, and non-wireless backups for 
command and control systems. Prioritization should be given to 
interconnection points and cross-border transmission nodes. 

4. Backup Communication Protocols: 
In a blackout scenario, digital communication often fails before physical 
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systems do. Governments and municipalities should maintain hardened, 
decentralized emergency communication networks (e.g., LoRa-based mesh 
networks, HF radio backups) for use by first responders and key utilities. 

5. Civic Redundancy Drills: 
Public awareness and preparedness should be cultivated through regular, 
realistic blackout drills involving both infrastructure operators and the 
civilian population. Redundancy must not be treated as merely 
technological; it is social, behavioral, and institutional. 

6. Regulatory Mandates for Critical Infrastructure: 
Minimum standards for blackout recovery and EMP resilience should be 
incorporated into national infrastructure codes. This includes not only 
hardware requirements, but response coordination protocols across 
agencies, municipalities, and private utilities. 

 

In conclusion, the 2025 Iberian blackout revealed not only the interdependency of 
modern civil systems, but also the urgency of rethinking resilience in a world 
where power continuity can no longer be assumed. The future of national security 
may depend as much on microgrids, off-grid capacity, and public preparedness as 
it does on traditional defense systems. To that end, the DECD simulation model is 
not merely a military or intelligence concern—it is a civil engineering imperative. 

 

8. Ethical Dimensions and Strategic Ambiguity 

The development and potential use of non-lethal, infrastructure-targeting 
weapons such as the hypothetical Directed Electromagnetic Collapse Device 
(DECD) raise complex ethical questions, many of which fall outside the traditional 
frameworks of military engagement, just war theory, or humanitarian law. These 
technologies blur the lines between war and peace, attack and failure, signal and 
sabotage. Their effects are profound, yet bloodless; their deployment may 
paralyze nations without harming individuals directly; and their existence, if 
unacknowledged or unprovable, occupies a moral gray zone that challenges both 
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policymakers and ethicists. This section explores the key ethical tensions 
introduced by such capabilities, focusing on strategic ambiguity, governance 
tradeoffs, and the evolving role of artificial intelligence in mediating between risk 
and accountability. 

 

The Moral Ambiguity of Bloodless but Paralyzing Weapons 

Historically, the ethics of weaponry have been grounded in their lethality and 
destructiveness. Weapons that kill or maim are subject to clear moral scrutiny, 
and the international laws of armed conflict are designed to regulate their use. 
However, a weapon like the DECD—capable of disabling a nation’s energy, 
transportation, and communication systems without causing direct casualties—
challenges this ethical calculus. 

From one perspective, non-lethal weapons may seem morally preferable to 
bombs and missiles: they avoid bloodshed, minimize structural damage, and could 
theoretically be used to enforce compliance or deterrence without overt 
aggression. Yet the human cost of such paralysis is nontrivial. Critical healthcare 
systems fail, vulnerable populations lose access to medication and shelter, and 
widespread confusion leads to injuries, psychological trauma, and indirect 
fatalities. The suffering caused by the disruption of civil infrastructure may not be 
visible on the battlefield, but it is real and potentially extensive. 

Moreover, bloodless weapons may lower the threshold for use. States or actors 
unwilling to engage in kinetic conflict may be more inclined to deploy deniable, 
low-signature technologies that can achieve strategic goals without international 
condemnation. This asymmetry introduces a dangerous moral paradox: the very 
lack of lethality may make these weapons more ethically “acceptable,” even as 
they facilitate coercive or destabilizing behavior that erodes the norms of peace. 
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Simulation as Preparation vs. Simulation as Provocation 

Another ethical challenge lies in the dual-use nature of simulation. Modeling a 
DECD strike—especially using a real-world blackout as a case study—can serve 
legitimate purposes: to understand vulnerabilities, prepare defense mechanisms, 
and enhance infrastructure resilience. In this sense, simulation is a public good, 
akin to fire drills or pandemic forecasting. 

However, the same simulations could also serve as blueprints for offensive 
capability. Detailed modeling of how and where to disrupt electrical grids, 
especially in publicly accessible literature or academic work, may be repurposed 
by adversaries or rogue actors. This raises the question: when does preparation 
become provocation? 

Governments and institutions must tread a fine line between necessary 
transparency and responsible discretion. Modeling can guide ethical defense 
policy, but when it implicitly reveals how to paralyze a nation with 
electromagnetic precision, it may also act as a form of soft signaling or 
deterrent—akin to testing a missile system within view of a rival’s satellites. 

The decision to simulate is thus not purely technical or academic. It carries 
strategic and moral weight. It demands a framework for intentionality, in which 
the purpose, dissemination, and interpretation of simulation work are explicitly 
addressed and bounded by ethical commitments. 

 

Public Transparency Versus National Security Classification 

The ambiguity surrounding non-lethal electromagnetic capabilities, including 
whether they exist at all, creates an enduring conflict between public right to 
know and state imperatives of secrecy. If the Iberian blackout was indeed the 
result of a test or covert operation involving electromagnetic disruption, then 
public trust has been compromised by omission. Citizens affected by the event 
have the right to understand its cause—especially if it exposes vulnerabilities that 
may recur. 
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However, disclosing too much can reveal capabilities or intentions that are still 
evolving or politically sensitive. Intelligence agencies may resist acknowledging 
such technologies exist—whether for operational security, geopolitical 
negotiation, or to prevent public panic. This results in a troubling epistemic 
vacuum, where the public is left in a state of uncertainty, unable to meaningfully 
interpret or respond to infrastructure failures that appear unexplainable. 

From an ethical standpoint, this opacity is unsustainable. Democracies in 
particular require accountability and informed consent in matters of national 
security and technological risk. A viable approach must balance classification with 
structured disclosure, perhaps through independent panels, redacted summaries, 
or tiered access frameworks that provide transparency without compromising 
strategic integrity. 

 

The Role of AI in Detection, Modeling, and Policy Generation 

Artificial intelligence now plays a central role in the detection of anomalous 
events, the modeling of complex system behavior, and the formulation of adaptive 
policy responses. In the context of DECD-like threats, AI systems can: 

• Detect electromagnetic anomalies below human or conventional 
monitoring thresholds 

• Model cascading infrastructure failures under hypothetical energy 
disturbances 

• Simulate adversarial strategies and defense scenarios in real-time 

• Support decision-making under high uncertainty, including attribution and 
escalation 

However, the integration of AI into national defense and infrastructure 
management introduces new ethical tensions. AI systems are only as good as their 
training data and framing assumptions, and in the case of rare or unprecedented 
threats like DECDs, such data may be limited or biased. Moreover, the increasing 
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reliance on AI in crisis scenarios may erode human oversight, especially if 
decision-making occurs on time scales too rapid for deliberation. 

There is also the issue of algorithmic opacity. If an AI system flags an event as a 
possible directed energy attack but cannot explain why in intelligible terms, 
decision-makers are left with a form of techno-authority that is both powerful and 
unverifiable. This introduces the risk of AI-induced false positives, escalatory 
misjudgments, or overconfidence in predictive analytics. 

Ethically, the deployment of AI in this domain must be governed by principles of 
interpretability, human-in-the-loop control, and democratic oversight. Just as AI 
can aid in modeling and mitigating electromagnetic threats, it can also become a 
source of epistemic risk if left unchecked. 

 

In conclusion, the ethical dimensions of non-nuclear electromagnetic weapons 
and the DECD hypothesis are as profound as their strategic implications. The 
world is entering an era in which the most dangerous weapons may be those that 
leave no trace, cause no explosion, and yet paralyze entire societies. 
Understanding these technologies demands not just technical mastery, but moral 
clarity—and a willingness to confront ambiguity with transparency, humility, and 
foresight. 

 

9. Conclusions and Recommendations 

The April 2025 blackout that paralyzed Spain and Portugal for several hours 
represents a rare convergence of scale, simultaneity, and ambiguity—hallmarks 
that make it a compelling real-world model for simulating a non-nuclear 
electromagnetic attack. While no direct evidence links the event to an intentional 
act, the sudden collapse of approximately 15 gigawatts of electrical demand 
within five seconds across two technologically advanced nations, without 
preceding meteorological anomalies, cyberattacks, or equipment failure, strongly 
suggests the need to expand current theoretical frameworks. The possibility that 
the blackout could reflect either the real-world operation or the hypothetical 
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effects of a Directed Electromagnetic Collapse Device (DECD) warrants serious 
attention in the realms of national security, infrastructure planning, and 
international policy. 

This paper has presented a structured reinterpretation of the blackout as a live-
action case study suitable for modeling advanced non-lethal, infrastructure-
targeting weapons. The DECD framework, while speculative, provides a plausible 
mechanism through which such a scenario could occur. We examined the device’s 
theoretical architecture, deployment modes, detection limits, and operational 
consequences. We also highlighted the cascading vulnerabilities in civilian 
infrastructure—especially urban environments—demonstrating how quickly 
digital societies can become paralyzed by an event that leaves no physical trace. 
Finally, we addressed the broader geopolitical and ethical implications, focusing 
on the collapse of traditional deterrence logic, the difficulty of attribution, and the 
role of AI in future detection and simulation. 

The central takeaway is this: whether the Iberian blackout was accidental, the 
result of unknown systemic failure, or something more intentional, the observed 
dynamics align closely with what a DECD simulation would predict. As such, this 
event provides an ideal starting point for expanded research, modeling, and policy 
development related to silent, non-kinetic forms of modern warfare. 

 

Recommendations for Future Simulation Infrastructure, Policy Adaptation, and 
Multinational Coordination 

1. Develop and Deploy National DECD Simulation Frameworks 
Governments and defense institutions should integrate DECD-class scenarios into 
existing simulation architectures for critical infrastructure resilience. These models 
should include multi-node failure propagation, GPS signal disruption, harmonics-
based transformer failure, and non-cyber anomaly injection. Emphasis should be 
placed on testing redundant system response times under simultaneous 
disruption, a key feature of DECD-type effects. 
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2. Update EMP and Directed Energy Policies Beyond Nuclear Scenarios 
Existing EMP preparedness policies (such as those in the U.S., codified in PPD-21 
and EO 13865) remain overly focused on nuclear-origin pulses. Policymakers must 
expand these doctrines to include non-nuclear, covert technologies capable of 
delivering similar effects. Regulatory frameworks should mandate electromagnetic 
resilience standards for power grids, SCADA systems, and interdependent financial 
and communication networks. 

3. Formalize International Response Protocols for Non-Kinetic Infrastructure 
Attacks 
NATO, the European Union, and other international alliances must develop 
doctrines and response thresholds for non-lethal infrastructure attacks. These 
should include: 

• Criteria for determining when such an event constitutes an act of 
aggression 

• Mechanisms for coordinated forensic analysis across borders 

• Guidelines for attribution, escalation, and public communication in the 
absence of physical evidence 

4. Establish Redundant Civil Infrastructure Nodes and Hardened Microgrids 
Incorporating microgrids, decentralized energy storage, and autonomous islanding 
capabilities should be a central priority of energy transition strategies. This 
includes backup systems for emergency communications, hospital operations, 
financial clearing houses, and water infrastructure—all of which are critical to 
societal continuity. 

5. Create Public–Private Simulation Consortia 
Governments should fund cooperative simulation platforms where private 
utilities, academic researchers, AI developers, and public agencies can collaborate 
on electromagnetic resilience modeling. The DECD framework should be openly 
explored in such settings to encourage innovation, promote awareness, and 
facilitate cross-sector alignment. 
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Call for Open Research into EMP Resilience and Silent Warfare Modeling 

To respond effectively to a new era of silent warfare, it is essential to break the 
silence around it. While the topic remains sensitive and potentially destabilizing, 
secrecy and denial do not enhance national security—they hinder it. The response 
to emerging classes of weapons must be proactive and research-driven, not 
reactive and suppressed. An open, multidisciplinary inquiry into the vulnerabilities 
exposed by the 2025 Iberian blackout is both a scientific necessity and a civic duty. 

Such research should include: 

• Open-access simulation datasets and toolkits for electromagnetic failure 
modeling 

• Policy white papers exploring new definitions of non-kinetic warfare 

• Technical publications on shielding, phase synchronization, and anomaly 
detection 

• Ethical analyses addressing attribution, deterrence, and escalation in 
ambiguous threat environments 

We are entering an era where physical destruction may no longer be necessary to 
undermine the sovereignty and stability of nations. The weapons of the future 
may leave no debris, no explosions, and no overt aggressors—only shadows in the 
grid and silence in the networks. It is imperative that researchers, governments, 
and citizens confront this emerging paradigm with clarity, vigilance, and shared 
responsibility. The Iberian blackout was not just a blackout—it may have been a 
message. Whether that message was accidental or intentional, we must now 
respond with foresight rather than fear. 
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Epilogue: Shadows in the Field 

In the days following the Iberian blackout, energy resumed its flow, lights flickered 
back to life, and the rhythms of society reasserted themselves. Offices reopened, 
flights resumed, and digital payments chimed again across coffee counters and 
commuter stations. Official statements reassured the public that the incident had 
been resolved, even if its origin remained officially “under investigation.” But 
beneath the surface of normalcy, a deeper uncertainty settled in—one that could 
not be easily dismissed by press conferences or restored voltage. 

The absence of a culprit, a storm, a code fragment, or a bomb led some to look 
elsewhere—not at what caused the blackout, but at how. A small but growing 
group of physicists, systems engineers, and defense analysts began to speculate 
privately, and later in closed seminars, about the possibility that the blackout did 
not arise from anything currently recognized as a weapon. Instead, it may have 
signaled the unveiling of a new domain of technological interaction—an 
encounter with physics not yet fully disclosed. 

What if the collapse of the grid was not the result of cyber manipulation, 
mechanical failure, or brute electromagnetic force, but rather a temporary, 
localized disruption of the vacuum energy field? In quantum field theory, the 
vacuum is not empty; it seethes with virtual particles and latent energy. 
Manipulating this field—once a theoretical exercise confined to whiteboards and 
speculative cosmology—might now be entering the realm of engineering. 

A localized vacuum energy disruption could, in theory, cause a region of space to 
momentarily decouple from the stable electromagnetic constants that govern our 
electronics. Conductivity, inductance, even the timing signals critical to grid 
synchronization could falter—not because of damage or intrusion, but because 
the underlying medium changed. Such an event would require immense precision, 
likely involving high-frequency pulse technology capable of interfacing with the 
quantum vacuum itself—a technology beyond any public declaration, but perhaps 
not beyond the reach of black-budget programs or private breakthroughs in 
quantum engineering. 
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This possibility, still speculative and without conclusive evidence, represents a 
terrifying proposition: that we have entered a phase where not only energy, but 
the fabric through which energy flows, can be selectively manipulated. In such a 
world, warfare may no longer be about territory, force, or code. It may instead 
involve tuning reality, disabling an enemy by whispering the right frequencies into 
the void that binds their infrastructure together. 

Whether or not such technology was used in the 2025 Iberian blackout may never 
be known. But the event has opened the door to a new strategic imagination—
one where the next battlefield may not be land, sea, air, space, or cyberspace, but 
the very quantum substrate of civilization itself. In this new theater, the weapons 
leave no craters, the wars make no sound, and the first strike is silence. 
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